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HyperCloud for  
US Government 
and Defense
Inverting infrastructure control and 
improving cost efficiencies in Cloud First 
models to improve mission outcomes
Since the introduction of the Cloud First policy in 2010, the United 
States Federal Government hasn’t looked back. Cloud First was 
envisioned as a way to reform federal IT management by reducing 
the need for standalone data centers while accelerating delivery of 
projects, improving operational flexibility, and reigning in runaway IT 
spending. The initiative put agencies and departments on a fast track 
into the cloud where, as with any huge IT initiative, they were met with 
no shortage of surprises.



Public cloud limitations come into focus

After more than a decade of increasing reliance 
on public cloud providers, many agencies and 
departments are struggling to stretch their annual 
IT budgets as far as needed. At the same time, 
private infrastructure solutions—including sensitive, 
air-gapped environments—remain integral to 
the mission and needs of many government 
organizations.

With subsequent directives and guidance, including 
the release of the Cloud Smart strategy in 2018, 
the Federal Government has stayed the course on 
Cloud First strategy while allowing that technology 
solutions need to factor in practical realities to 

ensure successful execution. Ultimately, agencies 
and departments need ways to take full advantage 
of the utility of the cloud to fulfill their missions while 
delivering the best possible outcomes.

Today, the combination of budgetary challenges 
with public cloud options and mission-driven 
infrastructure requirements are fueling the need 
for improved private and hybrid cloud models. 
The problem, which we will explore in more detail 
below, is that many options can’t deliver “true” cloud 
advantages. 

Agencies and departments across all levels of the 
U.S. government have turned to public cloud solution 
options for a cornucopia of benefits. Cloud offers 
everything from cost savings to frequently updated 
technology -- and even the convenient availability 
of resources and services (even experts on call) that 
support innovation. And while public cloud solutions 
may be a good fit for many types of government use 
cases, there are clear tradeoffs with using them. For 
example, the U.S. Government Accountability Office 
(GAO) has “identified challenges in 4 areas that 
agencies must overcome to fully realize the benefits 
of transitioning to cloud services,” including:2 

 ` Ensuring cybersecurity – agencies have 
struggled with achieving full FedRAMP 
compliance for a variety of reasons, including 
confusion or misunderstandings about 
requirements and a lack of guidance for 
implementing security controls

 ` Procuring cloud services – many agencies have 
overlooked key considerations in service level 
agreements with commercial providers

 ` Maintaining a skilled workforce – the move 
to the cloud requires shifts in workforce 
development strategies

 ` Tracking costs and savings – in many cases, 
agencies have relied on inconsistent data to 
calculate cloud spend and have struggled with 
accurately tracking costs and savings

Given the business models of public clouds, the 
cybersecurity and cost savings points are not 
surprising. The fact is that cloud pricing plans 
involve a confusing host of variables, so it’s easy 
to miscalculate costs. For example, most customer 
organizations initially focus on the number of 
CPUs and the amount of RAM they need but 
overlook network transfer related costs. And since 
hyperscalers charge based on storage utilization 
in input/outputs per second (IOPS) and network 
ingress and egress in total kilobytes, unexpected 
storage and network charges can add up very fast. 
They are also difficult to calculate without a clear 
frame of reference.

Public and private institutions 
alike struggle with cloud spend 
Surveys show that roughly one-third of cloud spend  is wasted and that 
teams underestimate budget requirements by 13% on average.1
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Of course, the issue of security cannot be overlooked.  
It’s important to think about security controls, but 
given the recent move to ban federal contractors 
from using equipment from certain foreign 
manufacturers, it’s also important to consider the 
provenance of cloud infrastructure. The software 
supply chain, which saw a 300%+ increase in attacks 
from 2020 to 2021 is a case in point.3 Attackers 
have been taking advantage of weaknesses in the 
expansive open-source software supply chain to 
distribute malware and backdoors. But hardware 
trojans introduced in the supply chain can be even 
more devastating and more difficult to detect. Just 
consider reports that chips inserted into U.S.-bound 
hardware by Chinese spies made their way into 
almost 30 U.S. companies, including Amazon just a 
few short years ago.4 

When it comes to public cloud solutions, the problem 
is that providers rely on tremendous amounts of 
hardware that they constantly refresh. And whether 
they are relying on commodity hardware to improve 

margins or more advanced solutions from domestic 
vendors, virtually all the components are produced 
in China and other southeast Asian countries. The 
outsourcing generally occurs without oversight 
from the vendor, who may not even know the exact 
locations or security controls of the factories that 
produce the hardware they sell. Not to mention 
that during the remainder of the hardware supply 
chain process, a third company unrelated to the 
vendor or their outsourced manufacturer may 
handle assembly and logistics. And they, in turn, 
may use a changing set of third-party suppliers for 
transport. This means it’s virtually impossible for 
cloud vendors and their customers to gain visibility 
more than one layer deep into the provenance of 
their cloud hardware.  As you can imagine, even as 
you move into hybrid and private cloud solutions, 
provenance remains critical. But hybrid and private 
cloud deployments also introduce a whole new set of 
considerations.

Threat spotlight:  
hardware trojans

Hardware trojans can leak, delete, and manipulate 
critical data so that future defense decisions and 
resulting operations take place based on flawed 

information. Some hardware trojans have the 
capacity to launch further attacks on previously 

uncompromised systems, dropping a payload of 
malicious code onto an otherwise secure machine. 
The havoc hardware trojans can potentially wreak 

on autonomous systems, cryptographic equipment, 
and weapon systems is immense.
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Level-set: cloud computing definition and  
implementation guidance  
The National Institute of Standards and Technology (NIST) originally defined cloud computing as, “a 
model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or service provider interaction.”5 NIST’s 
essential characteristics cloud models include:

 

 

When considering implementation options the Cloud Smart strategy encourages agencies to:6 

 ` Think of cloud as an array of solutions [e.g. hybrid and multi-cloud] that offer many capabilities 
and management options to enhance mission and service delivery.

 ` Evaluate their options based on their service and mission needs, technical requirements, and 
existing policy limitations.

 ` Assess their requirements and seek the environments and solutions, cloud or otherwise, that best 
enable them to achieve their mission goals while being good stewards of taxpayer resources.  

Hybrid and private cloud essentials in 
government and defense  
Cloud First remains in effect, and with the 
Cloud Smart update U.S. federal agencies and 
departments have more leeway to build their own 
clouds that they can control and use privately 
or together with public cloud resources to help 
rein in exploding cloud budgets. For agencies 
and departments that are already maintaining 
infrastructure for failover or redundancy reasons, or 
that are running sensitive applications, hybrid and 

private options are especially important. After all, 
they can underpin more control over everything from 
sensitive data to the provenance of the technology 
used in their environments.

As with anything cloud-related, however, there are 
important nuances to consider for getting the best 
outcomes out of hybrid and private options.

On-demand 
self-service

Broad network 
access

Resource  
pooling

Rapid  
elasticity

Measured/
metered services
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Complexity and deployment tradeoffs
Despite advances made with software-defined 
infrastructure (SDI) and integrated infrastructure, 
building true private clouds from the ground up 
remains a difficult challenge that has required 
significant skills and effort due to the complex 
threading of underlying technologies that make it 
all work. Virtualization and a ticketing system are 
only the beginning. There are also the self-service 
consumption experiences, multi-tenancy support, 
and a deep library of supported services to contend 
with. And then it takes a deep bench of engineers to 
manage all the layers and components. Given the 
challenges, many teams understandably struggle to 
deliver “true” private cloud capabilities.

One reason that public cloud vendors are so popular 
is that they’ve successfully created a wall between 
the services that their customers can consume and 
the incredibly complex threading of technologies 
underneath that make it all work. In their models, 
customers sit above all the complexity. Customers 

get a set of interfaces and clearly defined services 
to interact with, and the providers invest in the skills 
required to build, grow, and maintain those services. 
And that requires armies of engineers—thousands of 
them. It’s a huge undertaking.

Why is this relevant to a hybrid and private cloud 
discussion? Because there is incredible value in 
having a public cloud like experience internally 
available as part of the IT footprint for all the great 
things it can deliver, including elastic building, self-
service, and bursting without lock-in to a particular 
public cloud. (While hyperscalers can also provide 
infrastructure for on-site data centers to support 
hybrid models, they require connectivity back to 
their clouds for management and limit scaling and 
bursting options to their services.)

The big question is, how can you deliver the way 
public cloud vendors do while containing costs, 
keeping control, and achieving secure provenance?

Cloud Consumption 
Experience

Building and 
running clouds 
involves layers 
upon layers of 
complexity.
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Six essential capabilities for government 
and defense private cloud infrastructure

Seamless control between on-prem and public clouds 
Agencies looking to better control costs while leveraging public cloud options need a 
consistent consumption experience across public and private resources that enables easy 
orchestration of rapid bursting and descaling.

True Zero-Trust architecture 
Beyond the commonly known elements of Zero-Trust architectures, such as software-based 
security controls and physical access restrictions, agencies need ways to fully vet hardware 
provenance and audit the supply chain.       

Networking stack control
To maximize flexibility over time and keep costs in check through the ability to use multiple 
public cloud options, agencies need solutions that enable them to maintain networking 
stack control.

Secure multi-tenancy and self-service management 
Fine-grain control over access control, service definitions, quotas, and reporting.

Chargeback and reporting capabilities 
To accurately track costs and savings, private cloud solutions need to include easy-to-
configure and use showback mechanics.     

Unified support 
Multiple management interfaces and finger-pointing among software and hardware 
technology vendors can create havoc in mission-critical environments, so the more that 
can be done to simplify support, the better. 
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Kenneth Van Alstyne, CTO at SoftIron, has deep experience 
implementing and managing security controls up to the highest levels 
for federal departments; he has worked directly and as a contractor 
for the Naval Research Laboratory and as a contractor for the U.S. 
Army Corps of Engineers and the U.S. Department of Homeland 
Security. While leading the development of HyperCloud, Van Alstyne 
drew from his many years of federal experience and employed a 
security-first mindset to help simplify agency compliance requirements 
for FISMA High and FedRAMP certification.  

Leadership Spotlight
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Enable outcome-focused delivery 
with HyperCloud
SoftIron HyperCloud is the world’s first complete 
technology for building and running clouds. We 
started from scratch, relying on a holistic approach 
to develop a unified technology platform that 
enables low-touch cloud operations and provides 
the highest level of resiliency without requiring 
hyperscale or the need for myriad support contracts 
to keep it running.

HyperCloud, backed by a self-service catalog of 
automated data and infrastructure services, can 
scale infinitely. Using our one technology, one fleet 
approach, agencies can arrange intelligent, self-
configuring building blocks in HyperCloud into the 
right size and shape cloud for their mission and 

needs. Instead of long and complicated design, 
implementation, and forecasting cycles, HyperCloud 
provides simple compute and storage resources 
that fully self-assimilate into the cloud fabric. It 
allows organizations to grow environments as they 
are needed, decreasing resource expansion time 
and enabling more efficient purchase decisions. 
Ultimately, the combined capabilities in HyperCloud 
deliver hyperscale simplicity for private and 
hybrid deployments, enabling agencies and their 
partners to embrace the full potential of all cloud 
manifestations to improve mission outcomes.     

Purpose built for federal 
security model compliance
The software foundation in HyperCloud is based 
on a lineage of intellectual property developed by 
a U.S. federal contractor and designed for FISMA 
High compliance from its inception. Multiple U.S. 
agencies already rely on the contractor’s FedRAMP 
and DoD SRG IL-5 cloud offerings.

By combining the software lineage of the federal 
contractor IP with a secure “clear box” approach to 
hardware infrastructure that allows for a full audit 
of the entire supply chain, HyperCloud simplifies 
the challenges associated with the highest levels 
of federal security compliance. HyperCloud relies 
on FIPS-140 compatible cryptographic modules, 
enabling agencies to pass security audits of  
FISMA Systems at the “High” level, including 
equivalent evaluations such as FedRAMP High  
and DoD SRG IL-5.

Because SoftIron owns 100% of the design and 
engineering for HyperCloud, we are also uniquely 
able to support a 360° transparent audit to 

demonstrate Secure Provenance. As a full-stack 
manufacturer, we own and take full responsibility 
for all the code that goes into our appliances. We 
only use strictly specified components from fully 
vetted partners, checking and testing them before 
installation. And we perform all manufacturing, 
including surface-mount assembly, in-house. We 
don’t ask customers to “just trust us.” We provide 
the transparency into every level of the stack and 
process needed to validate appliances and remove 
risk.

Beyond Secure Provenance, SoftIron also relies 
on a stateless architecture in HyperCloud to 
help bolster security. Since HyperCloud nodes 
are stateless by default, protecting against 
modification of the system is as easy as reverting 
clusters to a “known-good” state. Recovering 
compromised nodes is as simple as bouncing and 
rebooting them.  
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Hybrid or air-gapped, it’s cloud 
through and through
As a fully realized Intelligent Cloud Fabric, 
HyperCloud is the only technology that provides a 
turnkey solution that is mission-ready for hybrid and 
private cloud deployments.  

With respect to hybrid deployments, HyperCloud 
delivers a platform for virtualized and containerized 
workloads across multiple federated on-premises 
zones and public clouds, with support for secure 
multi-tenancy, full programmability, and full lifecycle 
automation. Agencies can orchestrate rapid scaling 
and descaling of applications between private 
and public infrastructure—without typical lock-in 
restraints—from a single interface. And control of the 
networking stack along with dedicated storage helps 
with reining in IOPS charges.

For air-gapped networks with sensitive and 
classified workloads, HyperCloud is unique in that it 
is designed to provide cloud services while running 
detached from any other network. In other words, 
the on-demand self-service, resource pooling, rapid 
elasticity, and measured services in HyperCloud 
are available in a fully contained environment. And 
agencies can deploy a complete cloud stack in 8U 
powered by a standard electrical circuit.

For users, HyperCloud is game-changing. App teams 
get a full cloud experience while operations teams 
can focus on better supporting end customers’ ever-
changing needs rather than tedious management 
tasks and solving infrastructure problems.

Secure. Flexible. Auditable. Mission ready.
At a time when most hybrid and private cloud solutions continue to grow ever more complex, HyperCloud 
is delivered with full access to all its capabilities “out of the box”, with no additional licensing required to 
access any features, compute, or storage capacity. For federal agencies wrestling with how to fulfill Cloud 
First requirements, HyperCloud provides comprehensive capabilities for taking advantage of the full utility of 
cloud in all its forms. And it does so using a groundbreaking reductive technology architecture and providing 
100% transparency of security provenance.
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Features and benefits

Regain budgetary control
Purchase as either OpEx or CapEx and eliminate public  
cloud vendor lock-in

No egress charges, ever Radically reduce costs

No public network connection  
required, the control plane  
fully resides on premises

You can operate it locally without separate management 
hardware

Power-efficient building  
blocks

Deploy a fully resilient cloud at less than 2KW, less than a 
typical office circuit

Streamline support 
Rely on proven U.S.-based support that doesn’t require 
troubleshooting with third-party vendors

Native public cloud  
integration

Drastically reduce your public cloud costs and use 
strategically, bursting when necessary

Deploy a complete cloud  
stack in 8U Put your clouds where others don’t dare to tread

The ability to federate clouds 
Application owners can centrally manage their application 
life cycle but deploy seamlessly across any number of sites 
with consistency, decreasing risk and time to value

Sources
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Learn more 

at softiron.com/hypercloud 
or watch our Demo On Demand at  
softiron.ltd/HyperCloudDemoOnDemand

info@softiron.com @SoftIron@SoftIron@SoftIronNews SoftIron

SoftIron makes the products that underpin the next evolution of IT infrastructure.
Our blueprint is radical. Taking full control over design and manufacture of platforms optimised for selected open source software, our highly 
integrated products reduce space and energy footprints while delivering extraordinary performance. Challenging traditional IT manufacturing 
and organisational strategy, we’ve developed a model that enables us to create a more resilient and connected business for the customers 
we serve. A commitment to openness, transparency, and simplicity helps address emerging multi-faceted threats while eliminating the vendor 
“lock-in” so common elsewhere.
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